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D-Link DIR-628: Elan Default Settings

Overview:

There are three routers that may have come with your Network Assembly. This document covers
the new DIR-628 router. This router will have a sticker on the unit that indicates the model
number. Visually it is a black router as opposed to the earlier grey and teal DI-624, or black and
silver WBR-2310.

Required Tools:
1. Powered up and connected D-Link DIR-628.
2. Computer hooked into network served by DIR-628.

Router Login: Elan ships all D-Link routers with D-Link default login credentials. The IP is
192.168.0.1 and username is admin. There is no password needed to access the settings.

WAN Settings

The WAN (Wide Area Network) settings are used to connect to the Internet. You may need to
click "Manual Configure” to reach this screen. Default routers settings below:

SETUP ADVANCED TOOLS STATUS SUPPORT

Helpful Hints_.

. . . When configuring the
Use this section to configure your Internet Connection type. There are several connection router to access the

types to choose from: Static IP, DHCP, PPPoE, PPTP, and L2TP. If you are unsure of your T
connection method, please contact your Internet Service Provider choose the correct

USB SETTINGS Note : If using the PPPOE option, you will need to remove or disable any PPPOE client Internet Connection

software on your computers. Type from the drop down
menu. If you are unsure of

which option to choose,
contact your Internet
Service Provider (ISP).

INTERNET CONNECTION TYPE If you are having trouble

accessing the Internet

through router, double

chede any settings you

have entered on this page

My Internet Connection is : | Dynamic IF (DHCF) 1 and verify them with your
ISP if needed.

More...
ADVANCED DNS SERVICE

Advanced DNS is a free security option that provides Anti-Phishing to protect your
Internet connection from fraud and navigation improvements such as auto-correction
of common URL typos.

Save Settings | Don't Save Settings |

Choose the mode to be used by the router to connect to the Internet.

Enable Advanced DNS Service : I

DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE :

Use this Internet connection type if your Internet Service Provider (ISP) didn't provide
you with IP Address information and/or a username and password.

Host Name: prezs |
Use Unicasting : ~ (compatibilty for some DHCP Servers)
Primary DNS Server : W
Secondary DNS Server : W
MTU: [1sc0 | (bytes) MTU default = 1500
MAC Address : [o:iger:dicosf

Clone Your PC's MAC Address |

The default settings (Dynamic IP) will work for most cable modem installations. Note you may need to
“Clone MAC Address” from your computer for the cable modem to allow the D-Link to see the internet.
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If you are going to use a DSL modem or other type of Internet connection then you may need
to change to PPPOE or to a static IP — See typical configuration below: consult your Internet
Service Provider (ISP) for details.

) D-LINK SYSTEMS, INC. | WIRELESS ROUTER : Setup / WAN - Mozilla Firefox

File Edit View History Bookmarks Tools Help

‘ |J D-LINK SYSTEMS, INC. | WIRELESS ROUTER.... |ﬁ

€ )? | S | [ http:#/192. 168.0. 1/Basic/WAN. shtml

r -] e] |';.' ~ Google
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WIRELESS

INTERNET CONNECTION TYPE

My Internet Connection is :

Choose the mode to be used by the router to connect to the Internet.

IPPPDE {Username [ Password) ;I

u are having trouble

1g the Inten

of common URL typos.

ADVANCED DNS SERVICE

Advanced DNS is a free security option that provides Anti-Phishing to protect your
Internet connection from fraud and navigation improvements such as auto-correction

Enable Advanced DNS Service : [

Address Mode :

IP Address :
Username :
Password :

Verify Password :
Service Name :
Reconnect Mode :
Maximum Idle Time :
Primary DNS Server :
Secondary DNS Server :
MTU :

MAC Address :

PPPOE INTERNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP).

& Dynamic IP ¢ Static IP

[emame |
[oveesnes
[eeesnes |

| (optional)
* plways on T On demand T Manual

|D (minutes, O=infinice)
|D.D.D‘D (optional)
|D.D.D‘D (optional)

|1492 (bytes) MTU default = 1492

IDD:lS:E?:dD:cD:Ef

Clone Your PC's MAC Address |
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LAN Settings

The LAN (Local Area Network) settings specify the routers address and subnet mask on the
home network, as shown below:

) D-LINK SYSTEMS, INC. | WIRELESS ROUTER : Setup / Network Settings - Mozilla Firefox =[]

File Edit View History Bookmarks Tools Help

‘ IJ D-LINK SYSTEMS, INC. | WIRELESS ROUTER.... |ﬂ

€29 | [ http://192. 168.0. 1/Basic /Netwark.shtml 77 - || [ 28~ sooge J3)
ROUTER SETTINGS

Use this section to configure the internal network settings of your router. The IP Address that is
configured here is the IP Address that you use to access the Web-based management interface.
If you change the IP Address here, you may need to adjust your PC's network setfings to access
the network again.

Router IP Address: W
Subnet Mask: [255.255.255.0
Device Name: W
Local Domain Name: [ELan | (optional)

Enable DNS Relay: M

DHCP SERVER SETTINGS

Use this section to configure the buitt-in DHCP Server to assign IP addresses to the computers
on your network.

Enable DHCP Server: ¥
DHCP IP Address Range: [152.165.0.150  to [192.168.0.250

DHCP Lease Time: |10000 (minutes)

Always broadcast: M (compatibility for some DHCP Clients)

NetBIOS announcement: [
Learn NetBIOS from WaAN: [~
NetBIOS Scope: [ (optiona)
NetBIOS node type : © Broadcast only (use when no WINS servers configured)
' Ppaint-to-Point (no broadcast)
& Myed-mode (Broadcast then Point-to-Point)
o Hybrid (Point-to-Point then Broadcast)

Primary WINS IP Address: ID.D.D‘D
Secondary WINS IP Address: |0.0.0‘0

ADD DHCP RESERVATION

Enable: ¥

Comnutar Hama-_ [ oo | Cammutar Mama =

Router Settings

Typically, the router will be configured to a LAN IP of 192.168.0.1, with a Subnet Mask of
255.255.255.0, and DNS Relay enabled. Always broadcast is enabled for maximum
compatibility.

DHCP Settings

The router includes a DHCP (Dynamic Host Configuration Protocol) server. By default, the DHCP
server is enabled, with the addresses range set to 192.168.0.150-192.168.0.250.
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Wireless Settings

The image below shows the default wireless settings for the router. You may need to click
“Manual Wireless Network Setup” to see these options.

Ij D-LINK SYSTEMS, INC, | WIRELESS ROUTER.... M

=1olx|

WIRELESS NETWORK SETTINGS

Enable Wireless : [V Always 'I Mew Schedule |
Wireless Network Name : IELAN (Also called the S5ID)

802.11 Band : © 2.4GHz © 56Hz
802.11 Mode : [pixed 302,110, 802.11g and 802.11b x|
Enable Auto Channel Scan: [

Wireless Channel : [2317GHz-cr2 |- can to se
Transmission Rate : [Best (sutometg) =] (Mbi/s) ; ST

Channel Width : IZUMHz -I

Visibility Status : ® visible © Invisble

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security festures. This device supports three
wirelass security modes, including WEP, WPA-Personal, and WPA-Enterprise. WEP is the original
wireless encryption standard. WPA provides a higher level of security WPA-Personal does not
reguire an authentication server. The WPA-Enterprise option requires an externzl RADIUS server.

Security Mode : IWPA-PersonaI - I

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This
mode uses WPA for legacy clients while maintaining higher security with stations that are WPAZ
capable. Also the strongest cipher that the client supports wil be used. For best security, use
WPAZ2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are not zllowed access
with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher

Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode : | auto (WPA or WPAZ) =

Cipher Type : |'n<1p and AES 'I

Group Key Update Interval : |asnn (seconds)

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of ample
length and should not be a commonly known phrase.

Pre-Shared Key : |uu.u...

Wireless Encryption Settings
IMPORTANT: As shown above, the wireless encryption is enabled in WPA/WPA2 auto mode.

We suggest you make the following changes to the default router settings during installation to
turn on encryption for the wireless network:

e Set the SSID to a name that corresponds to the house

e Set the channel to (Auto) if you have not tested to find the best channel for your install
e Set the SSID to be Visible

e Set the Security Mode to WPA-Personal

e Set WPA to Auto (WPA or WPA2)

e Set Cipher to TKIP and AES

e Set Pre-Shared Key as desired (default: 5555555555)

Save your settings. You will need the SSID (is CASE SENSITIVE) and Key when you configure a
tablet, or other WiFi device to connect to the wireless network.
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Port Forwarding

There are two ports on the wireless router that are forwarded to the g! Controller in standard
g! installations. Note that the D-Link contains two locations where port forwarding may be
setup: Virtual Server (for single ports) and Port Forwarding (for a range of ports). Elan
configures each port under the Virtual Server location by default. Either should be effective, but

ensure you only configure port forwards in one location!

IMPORTANT NOTE: If there are other routers or firewalls in the network there may be
additional steps required to properly setup the remote access. Contact the network

administrator for details.

Port 443 or 2198: g! Remote Access: this port enables a remote user to access the
Viewer/Configurator interface over the Internet using g!Connect. Make sure you set the correct
external port in Configurator on the System tab. Note that legacy controllers used 443, and HC
Controllers use 2198 by default. In default router settings Elan will forward both ports to the

controller.

Port 5001 or 2199: g! Service: this port enables service connections, so that support
personnel from Elan or from the dealer’s office can access the g! Controller remotely to
troubleshoot issues. Note that HomeBrick controllers used 5001, and MultiBrick/HC Controllers
use 2199 by default. In default router settings Elan will forward both ports to the controller.

The following image shows the default port settings on the wireless router.

IJ D-LINK SYSTEMS, INC, | WIRELESS ROUTER....

&

PORT FO G The Virtual Server option alows you to define a single public port on your router for redirection
= F— to an internal LAN IP Address and Private LAN port if required. This feature is useful for hosting
e online services such as FTP or Web Servers.
Save Settings | Don't Save Settings |
NETWORK FILTER
ACCESS CONTROL 24--VIRTUAL SERVERS LIST
Port  Traffic Type
MName Public Protocol Schedule
= EmeLogic Old ﬁllApplicaﬁon Name || |443 IBoth .I |,-_\|.,\.ays .I
IP Address Private Inbound Fitter
_ J132.168.0.2 << | | Computer Hame  ~| |443 257 Allow Al =
SRR L= Name Public  Protocol Schedule
CTED " frermserv ald << | | application Mame =] [so0: | [eetn =] [Always 2]
g [
= IP_Address Private Inbound Fitter
|132.168.0.2 << | [Computer Name =] |5001 257 allow All =
Name Public Protocol Schedule
= ﬁeHome Remote il I Application Name ;I 2155 IBoth vl I Always = I
rd
IP Address Private Inbound Fiter
[12.168.0.2 << | | computer ame = [2198 [o57 Alow All =
IMame Public Protocol Scheduls
- [onerome service << | | applicatoname =] 2193 | [eoth =] [Always =]
v
IP Address Private Inbound Fiter
J132.168.0.2 << | | Computer Hame = 2139 257 Allow All =
Name Public Protocol Schedule
- I_ <<||Application Name || IU— TP - Im
IP_Address Private Inbound Fitter
[o-o.0.0 << | | Computer zme =] [o e ‘Allow All L=
Name Public Protocol Schedule
= < | I Application Name ;I IU_ Iﬂ IM
IP Address Private Inbound Fiter
|EI.EI.EI.U L4 | I Computer Name ;I IU Is Allow All I+
Iame Public Protocol Scheduls
r << | | Application Name ;l IU_ Iﬁ Im
IP Address Private Inbound Fiter
[p-o.0.0 << | | computer zme =] o e ‘Allows Al =
Name Public Protocol Schedule
I_ Lt | I Application Mame ;I 0 ITcp -l I Always = l
I_ TD Addracc Drirata Tnhniind Fikar
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Other Settings
There are a few other settings configured in the D-Link as shown below:

QOS Engine- Disabled
(QOS shapes network traffic to prioritize certain types of packets. Typically this should only be enabled if it
is required for performance of a specific application or device, such as VoIP software)
=1olx|

Ij D-LINK SYSTEMS, INC, | WIRELESS ROUTER....

Product Page: DIR-

STATUS SUPPORT

Helpful Hints...
If the Measured Uplink

Use this section to configure D-Link's QoS Engine. The QoS Engine improves your online
gaming experience by ensuring that your game traffic is prioritized over other network traffic,
such as FTP or Web. For best performance, use the Automatic Classification option to
automatically set the priority for your applications.

Save Settings | Don't Save Settings |

WAN TRAFFIC SHAPING p

Enable Traffic Shaping: [
Automatic Uplink Speed : @
Measured Uplink Speed : Not Estimated
Manual Uplink Speed : |T kbps <= m
Connection Type : [ deiect I |

Detected xDSL or Other o
Frame Relay Network :

QO0S ENGINE SETUP

Enable QoS Engine : =
Automatic Classification : #

Dynamic Fragmentation : =

10 -- QOS5 ENGINE RULES

Mame Priority Protocol
1

(1..255) & << ITCP v[
- Local IP Range Local Port Range
ID.D.D.D to J255.255.255.255 ] t0|65535

Remote IP Range Remote Port Range
0.0.0.0 tOIZES.ZSS.ZES.ZSE 0 to |65535
Iame Priority Protocol

1 (1..255) 8 << [Te@ =1
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Firewall Settings-SPI Disabled

(SPI can provide some additional protection, but has also been known to cause corrupt downloads.)

Frefox ¥
APPLICATION RULES

ACCE

The Firewall Settings allow you to set a single computer on your network outside of the
router.

Save Settings | Don't Save Settings |

FIREWALL SETTINGS

Enable sP1: I

NAT ENDPOINT FILTERING

[ Endpoint Independent
UDP Endpoint Filtering: & Address Restricted
' port And Address Restricted

Endpoint Independent
TCP Endpoint Filtering: Address Restricted
Port And Address Restricted

ANTI-SPOOF CHECKING

Enable anti-spoof checking: [

DMZ HOST

The DMZ (Demilitarized Zone) option lets you set a single cormputer an your netwaork outside of
the router If you have a computer that cannot run Internet applications successfully from behind
the router, then you can place the computer into the DMZ for unrestricted Internet access.

Note: Putting 3 computer in the DMZ may expose that computer to 2 variety of securicy risks.
Use of this option s only recommended as & last resort.
Enable pMz: [~
DMZ IP Address : lpooo << | | Computer Name =

PLICATION LEVEL GATEWAY (ALG) CONFIGURATION

PPIP:
IPSec (VPN) :
RTSP :

SIP :

www.elanhomesystems.com/dealer Tech Support: 800-622-3526

Page 7 of 10




Advanced Wireless- Disable WMM Enable, Short GI

(These settings may be customized as needed for the specifics of your wireless install)

D-LINK SYSTEMS, INC. | WIRELESS ROUTER
Hardware Version Firmware Version: 1

Product Page: DIR-

Helpful Hints...

If you are not familar with these Advanced VWireless seftings, please read the help section
before attempting to modify these settings.

Save Settings | Don't Save Settings |

ANCED WIRELESS SETTINGS

T
(=}
5

Transmit Power :
Beacon Period : |100
RTS Threshold :

(20..1000)
(0..2347)
(
(

5
&

256..2346)
1..255)

Fragmentation Threshold :
DTIM Interval :

WLAN Partition :

WHMM Enable :

Short GI:

‘I‘I‘IT‘M
&

WIRELESS

004-2008 D-Linl stems, Inc.
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WI-FI PROTECTED SETUP (WPS) - Disabled.

(WPS may be enabled if desired in your install; this is used for configuration of some network devices)

efox ™

D-LINK SYSTEMS, INC. | WIRELESS ROUTER.... |&

Product Page: DIR-

WIRELESS

Hardware Version Firmware Version: 1

Wi-Fi Protected Setup is used to easily add devices to a netwaork using a PIN or button press.
Devices must support Wi-Fi Protected Setup in order to be configured by this method.

Save Settings | Don't Save Settings |

WI-FI PROTECTED SETUP

Enable: [©
Lock Wireless Security ™

Settings :
Reset to Unconfigured |
PIN SETTINGS

Current PIN : 31295147

Reset PIN to Default | Generate New PIN |

ADD WIRELESS STATION

Add Wireless Device with WPS |

www.elanhomesystems.com/dealer Tech Support: 800-622-3526
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Advanced Network- Enable MultiCast Streams, Disable UPNP

(UPnP may be enabled if in use, but is disabled by default as it can be used by rogue applications to create

port forwards in the router. MultiCast Streams should be enabled for proper function of the g! software)

=1of ]
Q D-LINK SYSTEMS, INC, | WIRELESS ROUTER.... M

Product Page: DIR- Hardware Version: A2 Firmware Version:

VIR

If you are not familar with these Advanced Metwork settings, please read the help section
before attempting to modify these settings.

UPAP ontion &
Save Settings | Don't Save Settings | I'FnF SO

Universal Plug and Play (UPnP) supports peer-to-peer Plug and Play functionality for
network devices.

Enable upnp : [

If you enable this feature, the WAN port of your router will respond to ping requests
from the Internet that are sent to the WAN IP Address.

Enable WAN Ping Respond : ¥

the Multi
WAN Ping Inbound Filter : |A|Iow Al .I B
Details : [algw Al

from the Intes

WAN PORT SPEED

WAHN Port Speed : IAubo 10/100Mbps vl

MULTICAST STREAMS

Enable Multicast Streams : ¥/

WIRELESS

2004-2008 D-Link Systems, Inc.
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