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Welcome to the ELAN Management Cloud

We are excited to introduce you to the evolution of the intelligent home remote management.
This entirely new platform will provide you with full visibility over all of your deployments and
provide full control of every element from anywhere in the world from a single management
point so you can proactively delight your customers. As it evolves, starting next year, it will
integrate with other products and platforms in the Nortek Security & Control portfolio to help
you expand your business with that same simple, elegant flexibility you’ve come to expect from
ELAN.

Initial deployment is exclusive to ELAN Dealers and Distributers so we can get vital and timely
feedback on our direction and to inform product roadmap decisions. But our goal is not to merely
test ideas and implementations, but to also empower you with each and every release; To make it
easier for you to manage your customers and deployments but also to make it easier for you to do
business with Nortek Security & Control.

Thank You,
The Management Cloud Team
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The Application

Management Cloud, in its first implementation for ELAN, is a Windows-based application. Scanning and
connecting to controller on a local network without internet access is a feature requirement best delivered
through an application. Further, we continue to utilize Configurator as the local & remote configuration
utility, which is a currently a Windows-based application launched from the Management Cloud experience.
Installers using the Windows-based application gTools and its variants should be able to seamlessly transition
over to using Management Cloud.

Windows 10 is required.

Login Screen

Dealer Accounts are created using the Management Cloud Application Form [link] and are subject to
approval. Once a Dealer account is created, and owner can invite users to be added onto their account.
Accounts can only be created by invitation, therefore “Create Account” function is not available on the login
screen.

Use your registered email and password to log into Management Cloud.

ELAN

.
() Management Cloud

Username

Password

Remember Me

—_—

Username: Email registered with Management Cloud

2. Password: Associated with your username registered with Management Cloud

3. Remember Me: Checkbox will remember the username, but security purposes, passwords are not
remembered.

4. Forgot Password: Initiates password reset flow by entering registered username.

5. Quick Connect: Links to the unauthenticated version Quick Connect, not requiring one to log into

Management Cloud account to use.
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Application Tabs

All locations area lists all the locations that [current user] has permissions to view and access.

=] Management Cloud = o X
ELAN All Locations .
Q SEARCH

@ WATCHLIST ® Sea Ciiff House Harding TPC @ Sonoma Horse Ranch

Q ALL LOCATIONS

2% ALL CLIENTS CloudDemo 8.4.75.15 McKeonSC2 8.3.956.5 CountryClubSC10 84.81.11
NG 2152019 9S40 A . © Nov 25,2019 1:50:52 PM ° ® Nov 25,2019 11:41:20 AM o
GD QUICK CONNECT
= . ® o 2 B! ° a @
¥ DOWNLOADS
® Larrys Tin Bar
al. ADMINISTRATION
2 PROFILE gl 8.3.757.9
® HELP & SUPPORT @© Nov 25,2019 1:51:50 PM [}
@G LoGOUT
N\ a &

Application, Tabs

1. Search: Search across all repositories including location, client, controller details [including attached
gear, drivers], help & support docs. Example: Search “Sonos” will find all Controller with Sonos
(device/driver) attached.

2. Watchlist: This is a means for current user to separate select locations from “all locations” list. It
can be used to quickly access your key locations. Alert weighting and Service Level Agreement
(SLA) will be accessible for watchlist locations in future iterations.

3. All Locations: All the locations visible to current user. Depending on one’s User Role for company
you may see all or just some of the locations registered.

4. All Clients: All the clients and client contacts visible to current user. Depending on one’s User Role
for company you may see all or just some of the clients registered.

5. Quick Connect: This is tool similar to the launcher in gTools to allow you to scan a network or enter
controller details and launch into Configurator or Viewer. Enhancements including saving passwords
with controller, indexed notes which can be used in search, and ability to easily add controller as a
location from the Quick Connect screen.

6. Downloads: Core release and other downloads, release notes, integration notes, and Management
Cloud application download update functionality. This information is indexed for search.

7. Administration: This is area where Roles: Owner & Team Lead can manage users & groups, note
categories and other administrative functions.

8. Profile: This is where current user can manage their details, including password reset and alerts and
notification management.

9. Help & Support: FAQs, Video Notes, Support Resource links and contact options.

10. Logout: Logs one out of their account and showing login screen.
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Search

Search across all repositories including location, client, controller details [including attached gear, drivers],
help & support docs.

Watchlist

A Watchlist is a way to separate specific locations from other locations for currently logged in user. In the
case where you want to pay special attention to a site or just a means to quickly accessed commonly accessed
site, add it to your watchlist. In later iterations of the platform, SLA rules will be optionally applied on a
Watchlist basis.

All Locations
All locations area lists all the locations that [current user] has permissions to view and access.

[ Management Cloud

ELAN All Locations B Py

Q SEARCH

@ WATCHLIST @ Sea Cliff House E Harding TPC @ Sonoma Horse Ranch

Q ALLLOCATIONS |4

OGS CloudDemo 847515 McKeonSC2 8.3.956.5 CountryClubSC10 8.4.81.11
© Nov 21,2019 9:34:06 AM Ed © Nov 25,2019 2:58:15 PM & © Nov 25,2019 11:41:20 AM @
@ QUICK CONNECT
® 'y @ ° a & © a &
# DOWNLOADS a n B
@ Larry's Tin Bar
al. ADMINISTRATION
2 PROFILE gl 8.3.757.9
@ HELP & SUPPORT @ Nov 25,2019 3:03:00 PM e
@ LoGoUuT
(N3 a &

All Locations, Location Card View

—_—

All locations area lists all the locations that [current user]| has permissions to view and access

2. Location card with Location Name, Location Address, Controller Name, Controller Firmware
Version, Last Update of controller firmware, controller online/offline status

Watchlist toggle to add/remove locations from watchlist

Location Alert Mute will disable all alerts at a location level for a temporary basis. This saved one
from having to disable individual alerts on a location when performing work that may trigger alerts,
such as updating Core release on a controller.

Quick contact option for Client/Client Contact associated with the location

Alerts & Notification Menu

All Location List View/Card View toggle

All Location Map View

Add a Location

W

L XA
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(=) Management Cloud
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All Locations, List View

[ Management Cloud
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All Locations, Map View
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Locations

A location is a one-to-one mapping with a master controller in this iteration of Management Cloud. All of a
controller’s attached devices, nodes, extenders and configuration will be brought in automatically when a
location is created, and a standard set of alerts will be autoconfigured. (See Profile > Settings for Alert
defaults). It is generally suggested that a controller be configured as desired before adding as a location but
note that most changes to configuration on the controller will be reflected in the Location in your cloud
account within 5 minutes of the changes made. Status, Alerts, Connected Devices and other select data is
pulled directly from the controller in real-time and not subject to a configuration update delay.

Cloud Authentication & Permissions Layer

One of the more important and powerful functions Management Cloud brings the dealer is an authentication
workflow that builds off of the current user concept on the controller but extends it to be more flexible and
more secure.

e When a Location is created, a special user account is created on the controller using the dealers’
company name and contact details set when creating your company cloud account. This informs the
end user about who has access to their controller (contact details etc.) and gives them the ability to
adjust that level of access or remove access completely.

e  With this special user account there is also an encrypted and obfuscated password created for that
account used just for a handshake between controller and Management Cloud. A simple click on
“Configurator” or “Viewer” buttons on a location in Management Cloud will launch the respective
app, authenticate automatically for the controller linked to the location. That makes Management
Cloud login the new gateway to access controllers.

e Permission to access a location via Management Cloud must be granted and/or revoked by dealer and
tech lead roles. If an employee leaves the company, their Management Cloud account can be shut
down and access to those locations removed. Employees, even the owners and Tech Leads
themselves, do not have access to the password used for the dealer account so some security risks are
mitigated.

e A controller’s Admin password, used to authenticate a location in Management Cloud, must still be
changed post-installation, per training guidance. Use of the Management Cloud account management
layer eliminates the need to a dealer to retain listing of the default admin passwords for all
controllers once they are added as locations in Management Cloud.

Controller Tab
Navigating into a Location card with a click/tap will reveal options for managing a location as well as list the
devices assigned to a location.
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[ Management Cloud

0 B

ELAN ® sonoma Horse Ranch Y

Sonoma Horse Ranch
Q SEARCH

© WATCHLIST B

Q ALL LOCATIONS

Network Management System Logs Location Settings Location Notes Manage Alerts

CPU Usage Drivers

&% ALL CLIENTS

Sonoma Horse Ranch F8572E0011A0 Owner
S CountryClubSC10 ’ 73.231.242.161 Administrator
S
G QUICK CONNECT - 848111 America/Los Angeles Al

¥ DOWNLOADS n B B u

sl. ADMINISTRATION

(o g
Configured Devices

® HELP & SUPPORT Select Category Select All

2 PROFILE

@G LoGouT

Security (Total Devices: 1)

2GIG GC3 52

Device Meta Info Communication Status
Ok

31.0v2

[Location], Controller Details View

Location Health Status Indicator

Location Name

Default tab for Location is Controller tab

Controller Network Status. Color and mouseover verbiage denote current status.

Controller details including location name, controller name and core software version. Renaming

controller is accessed here via the pencil icon.

Controller details including controller MAC address, IP address, Time Zone (selected when adding a

location) and an editable Description field, for quick notes about a location.

7. Roles and Location Permission of the current user. Helpful in understanding access rights.

8. Launch Configurator and Launch Viewer buttons for a location. Note that access to these buttons are
based on one’s role and location permission.

9. Notes field for controller; This field is for internal use and not visible to end user.

10. Access to controller real-time CPU, memory and I/O information

11. Drivers installed on controller, indexed for Search

12. Configured Devices subcategory pulldown for quick access and filtering.

13. Device Name and Status Indictor

14. Device details including status string, driver version, IP address, communication status

LW~

&
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[=) Management Cloud
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[Location], Controller CPU Usage View

(=) Management Cloud
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Q' SEARCH
Network Management System Logs Location Settings Location Notes Manage Alerts
© WATCHLIST
Q ALL LOCATIONS Details ~ CPU Usage ‘ ‘
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ELAN ELAN EL-DB 8.4 Build 81.11 Rel ELAN

GD QUICK CONNECT
Generic Single Zone Controller 8.4 Build 81.11 Rel ELAN

3

= BOLIEDE Sonos Household 8.4 Build 81.11 Rel ELAN
Device Status Exerciser 103 ELAN

ADMINISTRATION

ELAN Video Doorbell 8.4 Build 81.11 Rel ELAN

°

SJRROMLE Scene Controller 8.4Build 81.11 Rel ELAN

@ HELP & SUPPORT ELAN Video Doorbell 8.4Build 81.11 Rel ELAN

G LoGouT IR Library Display 8.4 Build 81.11 Rel ELAN
ELAN ITP-12 8.4 Build 81.11 Rel ELAN
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Generic HTTP Device 8.4 Build 81.11 Rel ELAN
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[Location], Controller Drivers View
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Network Management Tab

Current implementation pulls network data from your controller’s Discovery tab. If Discovery is not enabled
on your controller you will not see information in this tab. This data is pulled in for Search indexing purposes
but will soon include functions setting ping alerts for any device on network, even one that isn’t integrated
with the controller, and will host advanced networking functionality.

= Management Cloud - X
ELAN @ sonoma Horse Ranch Py
Sonoma Horse Ranch
Q' SEARCH
Controller System Logs Location Settings Location Notes Manage Alerts
© WATCHLIST
Q ALL LOCATIONS ) _
Manufacturer Mac Address IP Address Driver Type Device Name/SSID Install State
<% ALL CLIENTS Core Brands, LLC F8572E03C028 10.0.0.37 ELAN Video Doorbell ELAN EL-DB Installed
261G Technologies B8B707036473 10.0.088 EDRV Security LUA Network Stub D 261G GC3 Installed
(<>}
Gl Philips Lighting BV 001788A72A32 10.0.0.228 EDRV Lighting Controller LUA Netw Philips Hue Bridge Installed
3 DOWNLOADS Texas Instruments ESEB11CEB809 10.0.0.243 EDRV Lighting Controller LUA Netw  Lutron Caseta Lighting Installed
Core Brands, LLC F8572E03FBCA 10.0.0.69 ELAN ITP-12 ITP12 New
sl ADMINISTRATION
Core Brands, LLC F8572E044580 10.0.0218 SC2 (Linuxi.MX53) CloudDemo
& PROFILE Cisco SPVTG F44B2A873836 10.00.1
® HELP & SUPPORT Apple, Inc 38C98612FDA2 100028
G LoGoUT Apple, Inc 002241210055 10.0.0.128
Core Brands LLC 106543030030 10.0.0.183
Page 1 of 2 10rows v

[Location], Network Management Tab

System Logs
This tab pulls the logs (Exceptions, Connections, System) from the controller for convenience. Column width
adjustment and sorting available.
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[=) Management Cloud

ELAN @ Sonoma Horse Ranch Y

Sonoma Horse Ranch

Q SEARCH
Controller Network Management Location Settings Location Notes Manage Alerts
© WATCHLIST
@ ALL LOCATIONS Connections System
LL CLIENTS
Date and Time Source Details
Nov 25,2019 11:40:40 AM Assert /../COMMON/HL_UTIL/sink.cpp(line 128: 8.4 Build 81.11 Rel)
GD QUICK CONNECT
Nov 25,2019 11:40:33 AM Assert syscompfactory.cpp(line 884: 8.4 Build 81.11 Rel)
¥ DOWNLOADS
Nov 25,2019 11:40:32 AM Monitor Updating /ELAN/DRIVERS/_libLMODBUS2.s0->/ELAN/DRIVERS/libLMOI
Nov 25,2019 11:40:32 AM Monitor Updating /ELAN/DRIVERS/_libLATLONA.so->/ELAN/DRIVERS/IibLATLOI
sl. ADMINISTRATION
Nov 25,2019 11:40:32 AM Monitor Updating /ELAN/DRIVERS/_libLSPEAKERCRAFT.so->/ELAN/DRIVERS/Iit
2 PROFILE
Nov 25,2019 11:40:32 AM Monitor Updating /ELAN/DRIVERS/_libLSNAPAV.so->/ELAN/DRIVERS/IibLSNAP,
@ HELP & SUPPORT
Nov 25,2019 11:40:32 AM Monitor Updating /ELAN/DRIVERS/_libLAUTONOMIC.so->/ELAN/DRIVERS/libLA
)
@ Losout Nov 25,2019 11:40:32 AM Monitor Updating /ELAN/DRIVERS/_libLHR2.s0->/ELAN/DRIVERS/libLHR2.s0
Nov 25,2019 11:40:32 AM Monitor Updating /ELAN/DRIVERS/_libLSIP.so->/ELAN/DRIVERS/IibLSIP.so
Nov 25,2019 11:40:32 AM Monitor Updating /ELAN/DRIVERS/_libLCENTRALITE.so->/ELAN/DRIVERS/IibLC
Page 1 of 17 10rows v

[Location], System Logs Tab

Location Settings > General Settings
Location Settings tab provides details about a location as well as allow for permissions management.

General Settings allows for viewing editing of location name; time zone; client and client contact details; and
Delete Location function. Access to view and/or edit this tab is based on your role and current location
permissions.

[=) Management Cloud
ELAN @ Sonoma Horse Ranch Y

Sonoma Horse Ranch

Q SEARCH

Controller Network Management System Logs Location Notes Manage Alerts
© WATCHLIST
Q ALL LOCATIONS Permission Settings
<~ ALL CLIENTS Location Name

Sonoma Horse Ranch Use Controller Name

GD QUICK CONNECT
¥ DOWNLOADS Time Zone

America/Los Angeles

DMINISTRATION
2 PROFILE
CUENT INFO
@ HELP & SUPPORT Client Contact
G LocouT Lucas Properties Molly Horse
Address Address Line 2 (Optional)
7600 Lakeville Hwy
City State / Province / Region
Petaluma California

[Location], Location Settings > General Settings
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Location Settings > Permission Settings
Location Settings tab provides details about a location as well as allow for permissions management.

Permission Settings controls who on your team has access and the level of access granted. Note that only
current user (Administration > Users & Groups) of your company can be added to a location. Permissions can

be granted to individual users or to groups.

Permissions & Groups definitions are in the appendix of this document.

[ Management Cloud - o X
ELAN @ Sonoma Horse Ranch |
Sonoma Horse Ranch
Q' SEARCH
Controller  Network Management  System Logs Location Notes  Manage Alerts
© WATCHLIST
Q ALL LOCATIONS General Settings
&% ALL CLIENTS
Administrator s v
tom@nortekcontrol.com ]
GD QUICK CONNECT
¥ DOWNLOADS Installer = A
Monitor 2 A

sl. ADMINISTRATION

& PROFILE

® HELP & SUPPORT

@ LoGoUT

[Location], Location Settings > Permission Settings

Location Notes

Location Notes are a means for users to document time spent on a location. Timestamps, attribution and time
tracking functions are visible in the interface and can be soon be accessed in custom reports on the
Administration tab.

Note Categories accessed in the Location Notes section of each location, are used to help classify work
performed. This will help standardize entries for forthcoming reporting functions.
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[=) Management Cloud

ELAN

Q SEARCH
© WATCHLIST
Q ALL LOCATIONS

&% ALL CLIENTS

GD QUICK CONNECT

¥ DOWNLOADS

sl. ADMINISTRATION
2 PROFILE

@ HELP & SUPPORT

@ LoGouT

® sonoma Horse Ranch
Sonoma Horse Ranch
Controller Network Management

System Logs Location Settings

Notes v

Thomas McKeon

Category: Programming Y
Linked Alexa Skill to controller; Added a dozen Alexa-directed Event Maps fo..

Manage Alerts

Update Note

Timestamp Details
Created At: Nov 25,2019 12:05:49 PM
Updated At: Nov 25,2019 12:05:49 PM
Time Tracking Details

Tracking Date: Nov 06,
2019

Start Time: 9:45:00 AM

Category: Programming

Note Details

Linked Alexa Skill to controller;
Added a dozen Alexa-directed Event Maps for customer

Created By: Thomas McKeon

Updated By: Thomas McKeon

End Time: 12:03:44 PM Total Time: 2:18:44

[Location], Location Notes

Manage Alerts

Manage Alerts tab shows the alerts available for a location. By default, a location Administrator (user who
added the location) or a Group, if assigned at location creation, are automatically assigned to receive alerts on
all Configured Devices on a controller. (Note.: The default Alert settings for current user can be set in the
Profile > Settings tab.) Active Client Connections, which show viewers currently attached to a controller, can

be inherently transient, so alerts are not set here by default. You can, however, add an alert here as needed.

ELAN'

Q SEARCH

© WATCHLIST

Q ALL LOCATIONS

&% ALL CLIENTS

GD QUICK CONNECT

® sonoma Horse Ranch

Sonoma Horse Ranch

Controller Network Management

System Logs Location Settings Location Notes

Configured Devices 7

Select Category Select All
¥ DOWNLOADS
Security (Total Devices: 1)
sl. ADMINISTRATION
261G 6C3 u o
2 PROFILE
Email On State Change Alert Mode Alert Threshold (min) Delete
Recipient
@ HELP & SUPPORT E B n B
tom.mckeon@nortekcontrol.com v v YELLOW mail v In-App +30
G LoGOUT RED ELLO! GREEN E i
HVAC Controllers (Total Devices: 3)
Master Thermostat = A
Main Level Thermostat oA

[Location], Manage Alerts
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1. Configured Devices: alerts are set up automatically for location creator and Administration Groups,
if defined.

2. On State Change: Alerts are trigged “On State Change” which means when a device moves from
one status state to another. As a tip, read it as “On State Change to...” when checking the color. State
Change from Green to Yellow and Red are an obvious choice but also a “On State Change to...”
Green will let you know when a device has started functioning again, saving you from having to drill
into the device details.

Alerts are categorized under green, yellow and red (sometimes: Grey) which generally translate to:

a. Green — Device/Service functioning normally

b. Yellow — Device/Service may be impaired. Check Status message in device details or alert
notification.

c. Red — Device offline or otherwise inaccessible. Check Status message in device details or
alert notification.

d. Grey —If a device driver does not have ability to communicate with Management Cloud, the
status can be grey ,.

3. Alert Mode: These are the paths for Alerts to take. “In-App” is a push notification accessible in the
upper right corner of the application, bell icon. When one Unsubscribes from an alert, as in the Alert
In-App menu, the Alert mode is affected and the alert email and “on state change” settings remain
intact. This allows one to easily subscribe just as one unsubscribed without needing to navigate to the
Manage Alerts tab and recreate the alert.

4. Alert Threshold
a. Refine in-app and email alert frequency by customizing threshold on a per-component basis.

Reduce alerts for oscillating devices.
b. Select from 0 (no threshold), +3, +5, +10, +15, +30, +60, +90 minutes

Delete Recipient: Deletes user from the alert.

6. Add Alert Recipient: Manually add a user to receive alerts for that particular device. Note a user
(Administration > Users & Groups) must be part of the current company account to be added via this
function.

7. Add Recipient to All: Adds a user to receive alerts for all Configured Devices for that location. This
list will only show users associated with dealer company. Alert settings (On State Change, Alert
Mode, Alert Threshold) will be pulled by a user’s “Default Alert Settings” in Profile > Settings.

8. Active Client Connections: (Bottom of screen not shown) Active Client Connections, which show
viewers currently attached to a controller, can be inherently transient, so alerts are not set here by
default. You can, however, add an alert here as needed.

9]

All Clients

All the clients and client contacts visible to current user. Depending on one’s User Role for company some of
the client records may not be visible.

Client is the end user, generally the owner of the controller and its location.

Client Contact allows you to associate different contacts for the same Client, as in the case where a Client
has multiple locations, and therefore multiple addresses and possibly different client contacts per location
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ELAN All Clients

Q SEARCH

Q ALLLOCATIONS

© WATCHLIST {Q Tibor Properties Oucrs Lucas Properties n % Steven Curry

&% ALL CLIENTS

G2 QUICK CONNECT

¥ DOWNLOADS

sl. ADMINISTRATION
& PROFILE

® HELP & SUPPORT

@ LoGouT

All Clients

Nk W=

Create Client

Quick Connect

0 0
’

’ 8]

O
(3] 1 el

Client Name, Image and Address

Total Location Count: Number if location associated with this client
Edit: Edit the client records, based on permissions

Show Contact Info: Quick access to main contact information

This is function similar to launcher in gTools to allow you to scan a network or enter controller details and
launch into Configurator or Viewer. Enhancement to Quick Connect method include saving passwords with
controller, add controller as a location.

There are two levels of Quick Connect in the Management Cloud application:

o  Authenticated:

This is the instance of Quick Connect available in application once you have logged

into your account.
o Features:

Scan and connect to local controllers

e [P/ configuration coming soon.
Manually enter Controller name and Password to connect with Configurator and Viewer.
Save Controller, with or without password, to list of saved controllers. Because this data
is stored in the cloud, it is accessible from any client that logs into this account.
If a controller is not already a location, you will see an “add” button in the Action
column of you saved controller list. A click on that will start the “Create a Location”
process.
If a controller is already associated with a location on your account, you will see a
“View” button in the Action column of you saved controller list. A click on that will take
you to the controller tab for that location.

o  Unauthenticated: This is the instance of Quick Connect available via link on login screen when you
do not log into an account. This can be used when internet access is not available but you need to
find and access a controller on the LAN.
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o Features:
=  Scan and connect to local controllers
e [P/ configuration coming soon.
=  Manually enter Controller name and Password to connect with Configurator and Viewer.
=  Note that one cannot save controllers in unauthenticated mode. This mode is intended to
cover the use case of no internet access. In all other cases, logging into the Management
Cloud is recommended.

Saved Controllers
Available in Authenticated mode only

[ Management Cloud - o X
ELAN Saved Controllers Py
Q' SEARCH
© WATCHLIST Local Controllers
Q ALLLOCATIONS
Saved Controllers
au ALL CLIENTS B
G QUICK CONNECT System Name Notes Type Remote Address Version Action
CountryClubSC10 Son perty 5

& DOWNLOADS ountr 1 Sonoma Property B p. s

Demo room 7 L
sl. ADMINISTRATION CloudDemo Cloud Tradeshow 7 s

.
2 PROFILE Page 1 of 1 10rows v

® HELP & SUPPORT

G LoGOUT Controller Access n

System Password (Optional)

AND

Quick Connect > Authenticated

1. Manually enter System (controller) name and password

2. Select Remember password* if you want it retained with Controller name when saved. This is used
when overwriting existing passwords. (See Tip below)

3. Select Save Controller to place it in the Saved Controller List. A valid admin-level password must be
used in order to Authenticate and add the controller to the list, even if you choose to not save
password.

O To save a controller with a password to the Saved Controller list, enter an admin-level
password [Manage Users > [User]| > Remote Access = All] with the “Remember Password”
checkbox checked.

O To save a controller without a password to the Saved Controller list, enter an admin-level
password [Manage Users > [User] > Remote Access = All] with the “Remember Password”
checkbox unchecked.

Management Cloud is by Nortek Security & Control | © 2020 Nortek Security & Control



4. To recall a Saved Controller, tap on it in the Saved Controller list and its details will load in the
Controller access area. If you did not select “Remember Password” you will need to enter it manually
when controller name is loaded.

Search/Filter to find controllers by name or Notes.

9]

6. Action Functions to:

O Add/Edit Note (pencil icon) — Notes are indexed for Search/Filter at the top of the tab

O View Existing Location (location icon) - When location icon is orange, it denotes controller
exists as a location. Click on this icon will take you to that location.

O Create New Location (location icon) - When location icon is gray, it means the controller is
not associated with a location. A click on this icon will initiate the Add a Location
workflow.

O Delete from Saved Controller List (garbage can icon) — This deletes controller and any saved
notes/passwords from the Saved Controller list. It does not delete a location if controller is
associated with one.

7. Launch Configurator or Viewer using the credentials in the Controller Access area

Tip: To change a password for a Saved Controller, tap on it in the Saved Controller list and its details will
load in the Controller access area. With “Remember Password” selected, overwrite the password and hit
“Save Controller” to save new password with existing controller name.

*Note: The passwords entered and saved with Quick Connect are never the same as the user/password used in
a location to access Configurator and Viewer from a location. As stated in the “Cloud Authentication &
Permissions Layer,” location passwords are hidden and encrypted. Keep this difference in mind when
accessing the same controller from Quick Connect and Location.
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Local Controller
Available in Authenticated and Unauthenticated modes.

[ Management Cloud

ELAN Local Controllers N

Q SEARCH

© WATCHLIST Saved Controllers

Local Controllers E
2 ALL CLIENTS

G2 QUICK CONNECT :

Q ALLLOCATIONS

Sorry!

¥ DOWNLOADS No controllers found on the network

Controller Access n
sl. ADMINISTRATION

System Password (Optional)
2 PROFILE
® HELP & SUPPORT
G LoGouT Remember Password & a

Quick Connect > Authenticated (pictured)

1. Manually enter System (controller) name and password, OR
2. Scan Network and select found controller to load its name into the Controller access area.
3. Launch Configurator or Viewer using the credentials in the Controller Access area

Authenticated mode allows you to save locally scanned controller to the Saved Controllers list as covered
previously.

Downloads
Downloads section includes access to software downloads, documentation and updates for the Management

Cloud application itself. At the top of Software and Documentation tab includes a filtering field to quickly
find the file you are looking for.

e Software
o ELAN Core Release Installers, Clients & Viewers, Utilities and Libraries.
e Documentation
o Release Notes, User Guides & Integration Notes
e Updates
o  Check for updates for the Management Cloud application. Updates can be downloaded
and installed via this function.

Administration

The Administration tab is accessed by permission only (Owner and Team Lead roles) and currently includes
functions to administer users and groups for your company and Note Categories. These categories can be
defined by Admins and accessed by employees in the Location Notes section of each location to help classify
work performed. This will help standardize entries for forthcoming reporting functions.
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Profile

Profile tab contains information about and relevant to the current user logged into Management Cloud.

e Details — Name, Address and Contact information for current user. The Company Name is not
editable.

e Company Info — Address information for the Company. Company Name and Contact email are not
editable.

e Manage My Alerts — This tab allows one to administer all the alerts one is subscribed to in a single
screen. One can also administer alerts on the Manage Alerts tab on a respective site, but all alerts are
aggregated here for convenience. Bulk updating is available in this tab via the Column Editor at the
top of each location.

e Manage Notifications — Notifications are messages sent by Nortek Security & Control and fall into
multiple categories. Unlike standard email which can be blocked at many junctures, the Notification
loop in Management Cloud will help us ensure deliverability of important messages and information
to our customer. Select Notification options here as desired.

e View Groups - Lists the Groups current user is associated with. Management of Groups is handled
by Owner and Team Leads in the Administration tab.

e Change Password - Change password for your Management Cloud account.

e Settings —

o Select Language, Time Zone, and preferred Date Format and Time Format for your
application.

o IMPORTANT | Set “Default Alert Settings” to predefine your alert settings when you are
added to a location, such as when you create a location, added to a location as a member of
an Admin Group or manually added via the “Add Recipient To All” and “Add Alert
Recipient” on the Manage Alerts tab.

Help & Support
Integrated Support options provide a one-stop-shop to help service your customers. This area will be
dynamic, including the latest information and training options to keep your team updated and informed.

e FAQs and KB — Technical Information relevant to you and your subscribed NSC products and
services.

o Tech Alerts - Technical Alerts relevant to you and your subscribed NSC products and services.

e Video Notes — Video Integration Notes and other training videos relevant to you and your
subscribed NSC products and services.
Resources — Technical, Sales and Support options for your reference
Contact Us — In-App feedback form for the Management Cloud application & platform. This is not
an avenue for Technical Support.

How To

Create A Location
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[=) Management Cloud

ELAN

Q SEARCH
© WATCHLIST
Q ALL LOCATIONS

&% ALL CLIENTS

GD QUICK CONNECT

¥ DOWNLOADS

sl. ADMINISTRATION
2 PROFILE

@ HELP & SUPPORT

@ LoGouT

All Locations

® Sea Cliff House Harding TPC

CloudDemo 8.475.15 McKeonSC2

© Nov 21,2019 9:34:06 AM [ ] © Nov 25,2019 1:50:52 PM
o] a B °

@ Larry's Tin Bar

g 8.3.757.9

® Nov 25,2019 1:51:50 PM [ ]
N a &

All Locations > Create a Location (button)

[=) Management Cloud

Create Location

2
Location Details
Controller Name

Local Controllers
gl

Controller Password (Optional)

All Locations > Create a Location > Step 1 of 3

—_—

Create Location

® Sonoma Horse Ranch

8.3.956.5 CountryClubSC10 8.4.81.11

@© Nov 25,2019 11:41:20 AM °

3

Client Details

)

Sorry!

No controllers found on the network

Controller Name and Password button: Name of controller and admin password (if preset).

2. Scan location network for attached controllers. Select a controller in the found list to have it loaded
into the Controller Name field on the right.

3. Authenticate: You must authenticate controller name and password before moving to next screen.
Note: In order to Authenticate a controller, you must enter the Admin password set on the controller.
If no password is set on the controller, as it comes by default, then you will not be able to add it as a
location.
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4. Successful Authentication message
5. Next button: Becomes active when controller authenticated

Note: Controllers must be running and an Admin-level
password must be set when adding-as a Location in Management Cloud. The Quick
Connect function in Management Cloud is not dependent on Core Release versions.

[=) Management Cloud - X

Create Location

3

Client Details

Location Name

Use Controller Name

Installation Date (Optional)

Nov 25,2019

Time Zone

Select Time Zone

ADMINISTRATION

Select Admin Group (Optional)

Select Admin Group

All Locations > Create a Location > Step 2 of 3

1. Location Name: Can be named whatever desired or follow Controller name when using checkbox.
With this box checked, controller name changes will affect location name accordingly.

2. Installation Date: Defaults to today’s date but can be edited

3. Time Zone: Required

4. Select Admin Group (optional): Add a new location to a preexisting group for quick location
permissions set up. Groups are covered later in this document.

5. Next: Becomes active when required fields are entered.
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Create Location

ASSIGN EXISTING CLIENT

@ Select Existing Client

Select Client

Lucas Properties

CREATE NEW CLIENT
@ Create A New Client

Client Name

Address Address Line 2 (Optional)

State / Province / Region

All Locations > Create a Location > Step 3 of 3

Locations require Client association. When adding a Location, a Client must be selected or created. Deleting
a client will send a warning about also deleting associated client locations.

—_—

Select Existing Client: Pulls list of current clients available for this account, based on permissions.
2. Create a New Client: Defaults to today’s date but can be edited
3. Finish: Will create the location, add dealer user cloud account to controller with hidden, encrypted
password, pull all configuration details and auto-configure alerts.
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Create a Client
Creating a Client from the All Clients > Create Client dialog

[ Management Cloud

Create Client

b Y

Client Name

2

Location Details

Search Address

Address Address Line 2 (Optional)

State / Province / Region

Zip/Postal Code Select Country

Create Client > Screen 1 of 2

Client Image (optional)
Client Name
Client Address

Search Address: Uses Google API to search and suggest address for quick setup. Use of this service

will also ensure more accurate pin placement of location on the map.

5. Primary Contact: (offscreen in image above) Primary contact is the main contact for this client.
Additional client contacts can be added to the Client record as needed.

6. Next: Button becomes active when all required fields validated.

AW~
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[ Management Cloud - o X

Create Client

@ Select Existing Location

Select Location

Select Location

Controller Name
Local Controllers

Controller Password (Optional) n

Create Client > Screen 2 of 2

1. Select Existing Location: Select location that already has different client connected to it to use this
client instead. (not common)
2. Create a New Location: If you want to add a new client and a new location for that client, you can
do that all in this Client creation flow. See “Add a Location” for details on this flow.
3. IMPORTANT | Skip Location: (offscreen in image above) Use this option to just add a client and
not associate with location yet. Adding a location later you can choose any client you have added.
a. In Early Adopter Release, feedback we received is that most client records are created
independently of locations, so “Skip Location” is the most often used in this flow. In
future version, “Skip Location” will be moved to the top of the dialog for easier access.
4. Finish: Button becomes active when all required fields validated. This will add the client and
associated records.

Create a Client Contact
Client Contacts allow you to specify different addresses and/or contact information for the same Client

record. Useful in the case where a client has multiple locations, but you want them all to roll up to the same
client record for reporting purposes.
Creating a Client Contact from the All Clients > [Client Name] > Client Contacts tab.

Details of the Client Contact form are self-evident. Note that client contact form starts with fields from the
main client account but can be edited as required.
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[=) Management Cloud

[/ NVl Lucas Properties .

Lucas Properties

e oo
Create Contact
Client Settings Client Locations

© WATCHLIST
O AL Contact Name Phone Number Email Action
<% ALL CLIENTS Jorge Lucas (Primary Contact) 4155558964 jorge@localproperties.net s
Jim Harding 415-555-8964 jim@harding.com |
© QU EIIED Larry Bar 415-555-8964 larry@bar.com |
¥ DOWNLOADS Molly Horse 415555-8964 V|
Cliff Anderson 415-555-8964 |
sl. ADMINISTRATION
Page 1 of 1 10rows v

2 PROFILE

® HELP & SUPPORT

@ LoGouT

All Clients > Client Contacts > Create Contact

Add A User

A User is considered an employee of your company who can be assigned access privileges to the
Management Cloud platform (System Role) and your locations that you choose to assign (Location
Permissions). NOTE: An email address can only be associated with one Dealer account at a time.

1. On the Users tab, select Add User option in the upper right of window:
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Q SEARCH
Reporting & Analytics
© WATCHLIST
Q ALLLOCATIONS Groups
&% ALL CLIENTS
Name A Email User Role Default Location Permission Status Action
Administrator accepted 7 ]
GD QUICK CONNECT
Administrator accepted
¥ DOWNLOADS
Installer accepted 7 (]
Administrator email confirmed 7 [
sl. ADMINISTRATION
Page 1 of 1 10rows v

2 PROFILE
@ HELP & SUPPORT

@ LoGouT

2. On the Add User dialog, enter email address and select System Role and Default Location
Permission. Roles can be adjusted in this dialog after account is created. Default Location
Permission, which is used when adding a User to a Group, can be adjusted as needed when creating
or editing an Admin Group. See section on Roles & Permissions for details on each.

(=] Management Cloud - X

Add User

First Name Last Name

Jerry Anderson

User Email System Role

jerry@andersens.com| Team Lead

Default Location Permission

Administrator

Users added will receive an email to verify their email address and then sent an email with a temporary
password to log into Management Cloud. Upon first login, users are shown their Profile page to encourage
filling out the rest of the details for their account.
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Add A Group

Groups are used to great teams from your users and assign them locations so you can manage them in bulk
fashion. When you Add a Location, you have the option to assign that location to an Admin group, saving
time from having to add individual access later.

1. On the Groups tab, select Create User Group option in the upper right of window:

(=) Management Cloud - X

Create User Group

2 3

Select Users Select Permissions
Group Name

Bay Area Team

Select Locations

v Sea Cliff House v Harding TPC v Sonoma Horse Ranch Larry's Tin Bar

2. On “Create User Group” dialog, add a Group Name and select locations to be administered by the
group. NOTE: A location can currently only be included in one group, so locations already accounted
for will be greyed out. Select “Next”

[=) Management Cloud - X

Create User Group

3

Select Permissions
Select Users

Create User

First Name Last Name

User Email System Role

Select Role

Default Location Permission

Select Permission
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3. On “Select Users” dialog, select the Users that will be part of this group. There is also an option to
add a New User via this dialog, which will add/invite user as described in the Add A User flow.
NOTE: Users can currently only be included in one group, so users already accounted for will be
greyed out. Select “Next”

4. Select location permissions for each user in your group. The Default Location Permissions chosen
when adding a User will be the default here, but you can adjust the permissions for a user in each
location as desired by clicking the up arrow to the far right of each user in the list. Hit “Finish” to
create the Group.

Manage Your Alerts

Alerts are set so you can be notified by device and node changes in near real-time. Understanding how to
manage alerts will help you more proactively respond to issue but also allow you to filter out alerts that are
not relevant to you.

There are two areas in the application to Manage Alerts:
e [Location] > Manage Alerts
o Access to all alerts available for a location AND all the users subscribed to those alerts.
e Profile > Manage My Alerts
o A consolidated list of all the locations where you are subscribed to receive alerts. Bulk
editing options are available here (see “Manage My Alerts” section below)

[Location] > Manage Alerts

Subscribe:

e Ifyou add a location, or are part of an Admin Group selected when adding a location, you are
automatically subscribed for all Configured Devices alerts with the Default Alert Settings specified
in your Profile > Settings

e You can also manually add yourself to alerts in the following manner:

o Location > Manage Alerts
=  “Add Recipient to All” function will add the entered email address to all Configured
Devices.
= To add a User to specific devices, click on the *~ icon to the right of the device.

Unsubscribe:
e You can also manually remove yourself to alerts in the following manner:
o Location > Manage Alerts
= Uncheck Alerts, Alert Modes or Delete User from respective devices
o Profile > Manage Alerts
= Uncheck Alerts, Alert Modes or Delete User from respective devices
O TIP: In-App Alerts, one can unsubscribe from the overflow menu:

State Of Device ITP12 of SpallaSC10-NSC at Spalla changed 3 ‘

to Ok / y
Mark As Read

State Of Device EL-IP-ODF2-WH o [ Unsubscribe Alerts
cha 0 Ok §
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®  Note: If unsubscribed via this menu, the alert will remain but the option to

Subscribe will be present as long as the alert remains in the menu.

Alert Threshold

o Refine in-app and email alert frequency by customizing threshold on a per-component basis thereby
allowing you to reduce false positive alerts for oscillating devices. Select from 0 (no threshold), +3,
+5, +10, +15, +30, +60, +90 minutes. Note that Threshold time is in addition to the polling
increment a controller uses to check devices, which can be from 0 to 90 seconds, depending on when
the alert event occurs relative to the polling time.

o Alert Threshold is found on the Manage Alerts pages, with a default Alert Threshold is +10 min.

Note you can set your own alert defaults, including Threshold, in Profile > Settings.

[=) Management Cloud

ELAN

Q SEARCH
Con
© WATCHLIST

Q ALL LOCATIONS

&% ALL CLIENTS

GD QUICK CONNECT

¥ DOWNLOADS

sl ADMINISTRATION
2 PROFILE

@ HELP & SUPPORT

@G LoGouT

® Sonoma Horse Ranch

Sonoma Horse Ranch

troller Network Management

Select Category

Security

2GIG GC3

Email

tom.mckeon@nortekcontrol.com

HVAC Controllers

Master Thermostat

Main Level Thermostat

Lower Level Thermostat

Lighting Device Controllers

System Logs

Location Settings

On State Change

v RED + YELLOW

Location Notes

Configured Devices

Select All v

(Total Devices: 1)

s v

Alert Mode Alert Threshold (min) Delete

Recipient

GREEN Email + In-App +30 ]

43 Total Devices: 3)

(Total Devices: 3)
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Profile > Manage My Alerts

Quick Editing of just your Alerts

[5) Management Cloud - o X
[ B AN DN Manage Alerts '}
Q' SEARCH
Details  Company Info Manage Notifications ~ View My Groups ~ Change Password  Settings
© WATCHLIST
Q ALLLOCATIONS Sea Cliff House ﬁsysxems and 6 ﬁs} R
au ALL CLIENTS
Column Editor On State Change E Alert Mode Alert Threshold (min) Action
G QUICK CONNECT
= Keep Existing Setting RED YELLOW GREEN Email In-App Keep Existing
¥ DOWNLOADS a n B
Select Category Select All
sl. ADMINISTRATION
Security (Total Devices: 1
& PROFILE
@ HELP & SUPPORT Virtual Security Controller n v RED v YELLOW GREEN v Email v In-App +15 [
G LoGouT
HVAC Controllers (Total Devices: 2
Upstairs v RED v YELLOW GREEN v Email v InApp +15 ]

Master v RED v YELLOW GREEN v Email v In-App +15

Liahtina Device Controllers (Total Devices: 1

Profile > Manage My Alerts

1. Edit device alert settings individually

2. Using the Column Editor near the top of the location, you can change all the alerts and
threshold for that location in a bulk fashion.

a. These checkboxes are 3-state: checked, unchecked, dashed. One can toggle
between each state with multiple clicks on the checkbox.
1. Checked, in the Column Editor, will check all boxes in the column for

that location when the “Apply” button is pressed.

ii. Unchecked, in the Column Editor, will uncheck all boxes in the column
for that location when the “Apply” button is pressed.

iii. Dashed, in the Column Editor, gray checkbox denotes that no settings in
that respective column will be overwritten when “Apply” is hit.

3. “Keep Existing” in the Threshold pulldown denotes that no settings in that respective
column will be overwritten when “Apply” is hit.

4. “Apply” button becomes active when one of the Column Editor fields is updated.
Clicking Apply will overwrite columns with the settings in the Column editor except for
the ones marked to keep existing settings.

5. Refresh button will set the Column Editor back to default, which is “Keep Existing” for
all.

6. “Unsubscribe All” will uncheck all Alert Modes for a location.

7. “Delete All” will uncheck all checkboxes for a location.
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Manage Your Notifications

Notifications are targeted messages from Nortek Security & Control. Notification and Alert counts are
combined in the circled indicator over the bell icon in the upper right of the screen. Unlike Alerts which must
be click on or use of the “Marked as Read” function is needed, Notifications are automatically marked as read
when you open the Notifications tab.

You can subscribe/unsubscribe the notification categories in Profile > Manage Notifications.

Manage Location Status

Location status is a rollup of the status from individual devices and nodes in a location into a single-color
status that can be seen at a glance, and soon, by search, sort and filter. Location health color indicator is
located next the location name in card view, list view and at the top of the screen when you navigate within a
location.

Exclude from Location Status

Not every device/node that has the capacity to report status does so. For example, some 3™ party device
drivers work as expected but have not been updated yet to report status to Management Cloud. Rather than let
the incorrect status for these devices affect the location health status, you can exclude the devices so have a
more accurate overall location health status.

For each device desired, select the “Exclude from Location Status.” Note the icon for that device will still
show its current color status but the exclusion is denoted by a dash through the status indicator.

{2 Management Cloud . o X
ELAN ® sonoma Horse Ranch '}
Sonoma Horse Ranch
Q SEARCH
Network Management System Logs Location Settings Location Notes Manage Alerts
© WATCHLIST
Q ALL LOCATIONS CPU Usage Drivers
- LUt vasa Ly
&% ALL CLIENTS
@ Philips Hue Bridge ~
G QUICK CONNECT
© ELANEL-DB .
$ DOWNLOADS
Device Meta Info Communication Status
sl. ADMINISTRATION Disocanicind
Disconnecte
8.4 Bulld 81.11 Rel
& PROFILE
ELAN
@ HELP & SUPPORT
ELAN Video Doorbell

@ LoGouT

v Exclude from Location Status

Streaming Media Interface (Total Devices: 1)

Rename a Controller

One of the key features and timesaver introduced in the Management Cloud platform is the ability for Dealers
to rename controllers in real-time without the need to contact ELAN Technical Support. And it’s as simple as
you would expect.

1. Add controller as a location
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2. On the Controller Details tab, if permissions allowed, you will see a pencil next to the Controller
name

3. Enter a new name for the controller and Save

o Names must be unique, and you will be given a message if name is not available.

o When changing a name, the original name cannot be used for 15 minutes after the change. If
you want to change a name back to the original, you must wait for this period to expire.

(=] Management Cloud g X

Rename Controller

Controller Name

CloudDemo

A name change from this application updates our global controller registry. Clients linking to the controller using
the old name will need to be updated. All name changes and change attempts are tracked to your account.

Cancel

NOTE: All controller name change requests, successful or unsuccessful, are logged to your user account. Use
this function as only as necessary.

Add/Remove Location to/from Watchlist

Locations can be added to and removed from Watchlist very easily by accessing the Watchlist button on the
location card or list.
“Add to Watchlist” icon as seen on the All Locations tab. Tap to add.

o a B

Add To Watchlist

“Remove from Watchlist” icon as seen on the Watchlist tab. Tap to remove this location from your watchlist.
® a B

Remove From Watchlist

Update the Management Cloud Application

Application updates with feature/fix updates will be posted regularly through the platform’s Notifications
channel. You can manually check for and update your application in the Downloads > Updates > Check for
Updates button.
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How to Use Management Cloud: A Suggested Workflow

As detailed in this document and in accompanying video tutorials, there are several features and of the
platform that can be leveraged as desired based on the circumstance. Here we will suggest a simple workflow
to help new users discover the features of the platform in a practical manner.

The following flow assumes that a dealer account has been created and the Management Cloud application is
installed.

—_—

Launch the application and sign in.

2. Add Users to invite others to join your company account

3. Quick Connect Tab — Find local controller or enter details for remote controller. Note that to save a
controller to Saved Controller list in Quick Connect, or to later add that controller to a Location, an
admin-level password must be set on the controller.

4. Save Controller, with password, in Saved Controller list

5. Launch Configurator and configure controller as desired. While Management Cloud will track
configuration updates after a location is created, it is suggested that the controller configuration be as
complete as possible before adding as a location.

6. If this is a new client, go to All Clients and Create Client

a. Option: In the Create Client flow, you can specify controller to create location or “Skip Location”

7. If location not created in Create Client flow, click on the gray “+” icon next to the controller in the Quick

Connect “Saved Controller” section to start the process to add that controller as a location.
a. Option: You can add a location at any time on the All Locations tab

8. Select the client created in step 5.

9. Once location is created, navigate into the location and rename the controller as desired.

10. Navigate to Manage Alerts and adjust the default alerts as desired

11. Assign user permissions for a Location

a. On Location Settings > Permission Settings assign users their site permissions

b. Option: Once you have at least one location created, and Owner or Team Lead can navigate to the
Administration tab and “Add Group” to start to link Users from step #2 to the locations created.
Groups will allow you to quickly assign permissions to users in a group when subsequent
locations are added.
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12. Configurator and Viewer access for each location, based on location permissions, found on Location >
Controller Details page allow for 1-click access to a controller utilizing the Dealer account automatically
created on the controller as part of the Add a Location workflow.

13. Location Notes should be added/accessed by teams for time and issue tracking.
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Reference

Status: Colors & Strings

Management Cloud endeavors to provide actionable status at a glance. As such, we use a combination of
colors and string data to quickly convey the health of individual devices and nodes and a rollup of all to a
location health status.

Device Color Coding:
(#1 in image below) On the controller tab, and referenced on the Manage Alerts tab, are color status
indicators that can be interpreted as the following. interpret the color.

e Green — Device is working/communicating as expected

e Yellow — Device may be impaired but working; Check Device Status for information

e Red — Device unavailable or malfunctioning. Check Device Status for information

e Gray — Device not reporting status. Device driver may not currently support status posting. Please

report device/driver HERE

Device Status String:
(#2 in image below) Check the string in Device Status for greater detail on the device state. This string will
vary based on the device type and can may custom strings when 3™ party device drivers are in use.

Location Health Color Coding:

(#3 in image below)
e Green — All Devices/Nodes in Location are Green (or
e Yellow — Devices/Nodes in Location are Yellow and/or Green
e Red — At least one Device/Node in Location is Red
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User Roles, Location Permissions & Remote Access

Management Cloud, for ELAN Dealers, defines various Roles and Location Permission types to allow a more
granular and secure level of access to the platform and to locations associated with one’s account. In short,
Roles define permissions one has to the Management Cloud application/platform whereas Location
Permissions define the permissions one has on a location basis. Remote Access is a setting on the Controller
for each User, which has existed in ELAN for some time, provides the end user with ultimate control over
level of access a dealer account has to a location.

Special Note: The Management Cloud platform was designed to be flexible and serve different product lines,
channels and audiences. At the platform level, we package roles, permissions, pricing and other governing
parameters into a subscription which is then assigned to a Dealer account at account creation. What is
described in this document is the default subscription for ELAN Dealers which will be refined, based on user
feedback.

Roles

Roles essentially define the functions and tabs one has access to in the Management Cloud environment. You
can think of it as application/platform level permissions one is assigned when an account is created.

Role Types:
e Owner
o This role is assigned to the owner of the business account. It is assigned by Management
Cloud team when an application has been approved. It can only be edited by the
Management Cloud team. There is only one owner per account.
e Team Lead
o This role is intended to include many of the same permissions as owner, so owner not
obliged to actively manage the account.
e Member
o This role is intended for most of a dealer’s employees.
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Role Permissions Detail

Function

Owner Team Lead Member
User Profile:
Update Profile Fields X X X
Change Password X X X
Manage Location Device Alerts X X X
Manage Notifications X X X
Show Groups X X X
Manage Settings X X X
View Company Info X X X
Update Company Info X X
Administration Groups:
List All Groups X X
Create Group X X
Update Group X X
View Group X X
Delete Group X X
Administration Users:
List All Users X X
Create User X X
Update User X X
Delete User X X
All Clients:
List All Clients X X X
Create Client X X X
Update Client X X X
Delete Client X X
Client Contacts:
List All Client Contacts X X X
Create Contact X X
Update Contact X X X
Delete Contact X X
All Locations:
List All Location X X
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Only List Locations Assigned to Me X

Create Location X X X
Watchlist:
List Watchlist Locations X X X

Help & Support:

List FAQs X X X
List Tech Alerts X X X
List Video Integration Notes X X X
List Resources X X X
Show Contact Info X X X
Send Feedback X X X
Downloads:

List Software Downloads X X X
Allow Software Downloads X X X
List Documentation X X X
Download/View Documentation X X X
Search:

Allow Search X X X
Alerts & Notifications:

List All Alerts X X X
Mark Alert as Read control X X X
Unsubscribe Alert control X X X
List All Notifications X X X
Mark Notification as Read control X X X
Unsubscribe Notification X X X
Quick Connect (authenticated):

View Controller X X X
Add to Saved Controller X X X
Delete Controller X X X
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Location Permissions

Location Permissions define the level of access a user has to view and manage a location associated with a
dealer account.

Location Permission Types:

e  Administrator
o Provides full access to view, modify, lock and delete a location.

e Installer
o This role includes monitoring permissions and some editing functions.

e  Monitor
o Intended for personnel who are tasked with viewing site and device status. Editing and

remote functions disabled.

Location Permissions Detail

Function Admin Installer Monitor
Location Card View:

Add/Remove Watchlist X X Only for subscribed
View Location Details X X Only for subscribed
Mute/Unmute Location Notifications X X

View Contact Info X X Only for subscribed
Controller Details

Access Controllers Tab X X Only for subscribed
Rename Controller X X

Edit Description Note X X

Launch Configurator X X

Launch Viewer X X

View Configured Devices X X Only for subscribed
View Configured Devices X X Only for subscribed
Network Management

Access Network Management Tab X X Only for subscribed
System Logs

Access to System Logs X X Only for subscribed
Exception Logs

Access to System Logs X X Only for subscribed

Connection Logs
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Access to System Logs X X Only for subscribed

Location General Settings

Access to General Settings X X Only for subscribed
Update Location X X
Delete Location X X

Location Permission Settings

Access to Location Permissions Tab X X
Add Individual User X X
Edit Individual User X X
Delete Individual user X X
Location Notes
Access to Location Notes Tab X X Only for subscribed
List All Notes X X Only for subscribed
Create Note X X Only for subscribed
Update Note X X
Delete Note X X
Manage Alerts
Access to Manage Alerts Tab X X Only for subscribed
Add Recipient to All X X
Edit Alerts X X
Delete Alerts X X
Remote Access

Remote Access, a paradigm that has existed in ELAN for some time, provides the end user with ultimate
control over level of access a dealer account has to a location.

When an ELAN controller is added to one’s account as a location, a new user (and user type*) is created on
that controller to give visibility to the end user but also provide ultimate control over the level of access they
grant.

*Cloud User for a Management Cloud account on a controller differs from other user accounts in the
following ways:

e It is autogenerated on a controller when it is assigned as a location within Management Cloud
e These special user accounts include Company Name, email and phone contact information, and
remote access level.
o The name of the user is derived from the Dealer name associated with the Management
Cloud account and cannot be edited.
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o Contact information in the user account included phone and email, which can be updated by
Owner or Team Lead in the Administration tab in Management Cloud as needed. However,
update of email and phone will only affect new user account creation; User accounts already
created in the field will not be updated, so it is strongly suggested that a general email
and phone number be used when creating an account to ensure future relevancy.

o Password for this account is autogenerated, encrypted and obfuscated so permissions can be
gated in Management Cloud for one’s account.

o Remote Access levels can be adjusted by end user to define the highest level of access
allowed by that user on a controller, keeping ultimate control in hands of the end user. A
selection of “None” can be a means to temporarily disable Management Cloud access.

o Deletion of the account is allowed, keeping ultimate control in hands of the end user.

The Remote Access levels as they have been in ELAN, with one addition for Cloud user accounts. Since a
cloud user is actually a dealer company with potentially multiple users, Remote Access defines the highest
level of access to the control for that account. As described in the location permissions section, one can
define varying permissions levels for users but are subject to Remote Access level granted by end user.

All
o Allows for Configurator, Viewer and Status access.
o This is the default Remote Access level assigned for Management Cloud-created accounts.
Programming
o Allows for Configurator and Status access. No Viewer access allowed.
Viewer
o Allows for Viewer and Status access. No Configurator access allowed.
Status
o A new Remote Access type specific to Management Cloud-created Accounts.
o Allows for Status access. No Configurator or Viewer access allowed.
None
o Will disable remote access permissions for that user
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