EL_ AN Integration Note

Manufacturer: Panasonic

IP Video Cameras (See models list below)

NOTE: Only Panasonic Petcams, Residential cams, and
Commercial cams are supported. The Panasonic i-pro Security
line of cameras is not compatible!

Minimum Core Module Version: | g!5.2
Comments: Network Camera (version 3.10)
Document Revision Date: 2/13/2013

Model Number(s):

IMPORTANT: This Integration note only applies to the new unified “Panasonic Series” driver
available in version 5.2 of g! software. If your Configurator still lists individual models of
Panasonic, you must use the older Integration Notes rather than this document.

OVERVIEW AND SUPPORTED FEATURES

THE PANASONIC CAMERA DRIVER SUPPORTS THE FOLLOWING FEATURES:

Pan / Tilt / Zoom: Some Panasonic cameras can be turned to see various locations and zoom in and
out. This feature is supported in the driver, and is configurable using a dropdown menu.

IMPORTANT: Only Optical zoom is supported. Digital Zoom is essentially cropping the existing image
and does not actually magnify what the camera sees, and is not supported.

Presets: Some Panasonic cameras support presets, allowing the user to store predefined locations such
as a driveway or pool. This feature is supported in the driver, and is configurable using a dropdown
menu.

Motion Detection: Some Panasonic cameras support motion detection to trigger events in the g! system.
This feature is supported in the driver, and is configurable using a dropdown menu.

Video Out: Some Panasonic cameras include an analog video output, which can be connected to an
analog DVR to provide separate recording, or to a TV modulator to enable camera viewing on a
television.

Image Flip: The camera can be mounted with its base up or down, and the image will appear normal.
Simply set the “flip 180” option in the g! Configurator.

One-Way Audio: Some cameras support Listen function for audio. This is supported on applicable
models.

THESE CAMERAS DO NOT SUPPORT THE FOLLOWING FEATURES:

Input/Output: These cameras include an I/O connector for sensor inputs and alarm outputs. These are
not supported by the g! system at this time.

Two-Way Audio: Two way audio (speaking from a touch screen and outputting from Camera) is not
supported by the g! system at this time.

Megapixel Resolution: Some models support Megapixel resolution. This is not supported by g! at this
time, and only the cameras lower resolutions will be usable in the Viewer.

Any feature not specifically noted as “supported” is not supported.
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INSTALLATION OVERVIEW

Installing the Panasonic camera can be broken down into the following steps:

1.

Install cameras at desired locations, and pull power and Cat5 cabling as needed. Refer to the
Panasonic documentation for mounting details.

Connect the cameras electrically to the home network and configure the cameras. See Camera
Configuration.

Integrate the cameras into the g! system and test proper operation. This step is outlined in g!
Configuration Details.

CAMERA CONFIGURATION

The camera configuration is done with software provided by Panasonic, which must be run from a
computer with Windows also connected to the same network as the camera.

The software program from Panasonic is EasyConfig.exe: the version we checked is shown at the top.

IMPORTANT NOTES

4. Cameras must be configured one at a time: If you are installing more than one camera, setup

the first one completely before powering up subsequent cameras.

Setup the camera within 20 minutes: Initial settings must be made within 20 minutes of the
camera being turned on. If the camera has been powered up for more than 20 minutes, cycle
power to the camera before proceeding.

DON'T LOSE THE CAMERA PASSWORD: During setup you will create a user name and
password, which are required to make any other changes in the future. If you lose the user name
or password you will have to factory reset the camera and repeat this entire procedure.

DEFAULT USER NAME / PASSWORD: For Panasonic cameras, our default user name is
Administrator and our default password is password.
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STARTING THE PANASONIC CAMERA SOFTWARE

Note: The directions below may vary somewhat between models and may not be an exact match. In

general, look for options/screens similar those depicted below.

1. Insert the CD from the camera into your PC: It should autostart the Network Camera Setup

software. If it does not, launch Setup.exe from the Panasonic CD.

2. The following Screen appears. Choose Search for Cameras.

[ Hetwork Camera x|

About this program |

Panasonic

Search for Cameras |

Manual

Update Firmware |
Save Settings to PC/Save Settings to Camera |

Network Camera Recorder with Viewer Software Single Camera
Version Installation

Exit |

3. Wait a moment to allow the software to find the camera: the following screen appears.

T

Camera Status
Static IP add

BL-C30A

— 00.-80-F0-10.11.80.84

n 1A 11 A

2 0 10 8 HE-H A 3114 Lo 00
3 00-80-F0-. 10.11.80 86 80  BB-HCM581A  351R00 351R00 BB-HCM581A  Static IP address(8d00)

4| 1 H

Begin Search Access Camera ‘ Network Settings I Search by MAC Address
IPv41Pve Search Time:
[Pva A [ 3 Lo |
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4. Select the desired camera, and then click the Access Camera button. After a short delay you will
see a new browser window with the initial password screen below:

—

Initial Authentication Setting

Set the camera administrator's user name and password.

Initial Authentication Setting Hote:(1)Use

User Name I“i (Z)tis ong- :e.comrnsnﬂej o
(6 to 15 Characters) diictlat change passward regularly for
security.
Password [asas |
(6 to 15 Characters) SEREABRS
Retype Password |........
Save

5. Type in your desired user name and password and click Save. By default we set the user name
to Administrator and the password to password.

6. After a moment initial setup will complete. When prompted with the screen below, click the “To
Single Camera page” button.

) Kantan - Mozilla Firefox

File Edit WView History Bookmarks Tools Help

@ = €@ X G | L) |htoy/10.11.80.85/CqKantn Mode=48Language =0

éz‘ Do you want Firefox to remember this password?

Setup completed

Use the address below to access the camera
Local Network Access: http:/10 11.80.86
IPv6 Address: http://[fe80::280f0ff feBe:896a]
The address above will be shown on Status page in the Maintenance section.

To Single Camera page

7. You will be prompted to enter your user name and password to login, as shown in the image
below. Type in the user name and password you just set, and click OK.

e x

0 A username and password are being requested by http://10. 11.80.88. The site says:
"GeneralUser fAdministrator”

User Name: I Administrator

Password: I ssssnnsns

Ok I Cancel
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CAMERA SETTINGS

1. After typing in your user name and password, you will be shown the standard browser interface
to the camera.

2. The system may attempt to install an ActiveX control to show the camera image in the browser
window. This control is not needed for proper g! operation, but is needed if you wish to see the
camera image on that computer. If any dialogs appear, close them or accept the ActiveX control
as appropriate for your situation.

3. Click Setup at the top to bring up the screen shown below:

¥ Network Camera - Mozilla Firefox

File Edit View History Bookmarks Tools Help
Gw,‘év C X & | |9 [ http: /10, 11.80.36/c s tar 7page =3etupsL anguage=0
ﬁ Network Camera =) I

Single Internet

77 -

| |j Network Camera

Maintenance

Buffered Image Support

Basic

Network (IPv4) [ 3

Network (IPv4)

Metwork (IPvE)
UPnP

=

Camera

<

HHHHH
2 218
1Rk

Set up network configuration.

Select "Automatic Setup” if you connect the camera to the router and wish to set it up
automatically.

Select "Static” if you wish to assign a static IP address to the camera.

Select "DHCP" if you are using the DHCP function of your router or ISP.

Connection Mode Current Setting

Account

E—— Automatic Setup Configure network settings automaticaly
Static X Aszsign static IP address to the camera.
DHCP Get IP address from DHCP server

Motion Detection
Alarm Log

= :!UIE:
H 5 Ell:
5 s e
[} = | k=
4 i B
5
L%
L]

The following settings are necessary if you use a proxy server and you want to transfer images or
send trigger notifications via HTTP.
If you do not use a proxy server, these settings are unnecessary.

Image Display
T Proxy Server Settings
o e Address I Enter the proxy server address.
External Qutput Port No. IE‘DED
Analog Video Output £
Login ID I Enter the login ID for the proxy server.
Indicator Conirol (0 to 83 Characters)
Password I Enter the pazsword for the proxy server.
(0 to 63 Characters)

Save I Cancel

4. Click UPnP on the left, then click Disable in the both parts of the screen, as shown below. Click
Save to store your settings.
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Multi Support

Buffered Image

Setup

UPnP

If your router supports UPNP, you can automatically configure the router's port forwarding so that
the camera can be accessed from the Internet by enabling UPnP function.
MNote: YWhen a global IP address is assigned to the camera, UPnP function doesn't wark

Auto Port Forwarding By enabling "Auta Port Forwarding”, vou
can sutomatically configure the router's

(O Enahle port forwarding so that the camera can
be accessed from the Internst
® Disable hote:Effective only when network
configuration i set to "Static or
“DHCP"
Display Shortcut Icon in My Network Places By enabling this function, the camera's
shortcut icon is displayed on yvour
O Enahble computer's "My Metwark” folder
— Mote: This function is only available with
& Disable Windows ¥P or Windows Me

Save

5. Under Accounts to the left, click Administrator to bring up the screen below. Click Permit
access from guest users, as shown below. Leave the Password boxes blank to prevent
changing your password, then click Save to store your changes. Click OK on any warning
messages.

) Network Camer: ozilla Firefox

File Edit View History Bookmarks Tools Help

6“ v'.‘ c x N Iﬁ ‘htlp:f,fll].11.BD.SﬁngiStart?pagE=SEtup&LanguagE=D ﬁ ko ﬂ

Support

Multi Buffered Image| Setup Internet Maintenance

Single

Sl 1t Administrator
For security management, you can set up user name and passwaord for administrator.

Only the administrator can access "Setup” and "Maintenance” pages.

T MNotelt is important to limit access to this product by use of a unique User Name and a secret
EeeicIAe Password. If this product is installed on a network where Internet access is available, it is
Date and Time possible that unknown individuals, including those known as "hackers " could access this
product. The use of a User Name and a Password known only to you will help insure that
only authorized users are given access to this product

3

< o
= B

Streaming
General Authentication Select whether to allow guest uzers to
Account access thiz product or not. If you allow
' © Permit access from quest users access from guest users, you can
select which settings they can use on
" Permit access from guest users (mobile only) the General User screen, If Permit
T T T access from guest uzers (mobile only)
Buffer/Transfer © Do not permit access from guest users is selected, users can access mobile
phone-zpecific screel?svia a mobile
phone or computer without the need for
authentication.
Administrator Authentication Leave "Password” column blanked if
- you do not wizh to change the
Advanced User Name W password. Please refer_here for the
(6 to 15 Characters) SIS instructions how to assign user name

-and password

Multi-Camera Password l— Mote(1jUser Name and Password must
(6 to 15 Characters) be different from sach other,

Operation Time {2} iz strongly recommended io

Retype Password change passward regularly for

security.

Ea ]
HHHAE
HEHI
HHHEL

Indi

£
g

Save I Cancsl

6. Click on General User under Accounts. Click on Guest User and the click the Modify button.
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) Network Camera - Mozilla Firefox
File Edit Vew Hitory Bookmarks Tools Help

6}5? - c x R I\j |htm:..",":lU.11.SD‘szCglstart?page=Serup&Languaga=D

Multi

Internet Maintenance

Buffered Image Setup Support

B General User
Network (Pvd)

Edit General User information.
General Users cannot access the "Setup”, "Internet” and "Maintenance” pages.

Network (IPvE)

DynamicONS

Date and Time

User ID List (Max. 50 Users)

Camera
Create

Modify I
Delete I

udi -
Video Streaming

> =
g =

Account /|
Adminiztrator

General User }

7. Set Video Display time to Unlimited, and then put a check mark in ALL of the boxes on the
Access Level page. Clicking the Level 3 button to automatically check all boxes on the page
sometimes results in the camera not correctly saving your settings. Save when finished.

Note: If no “Level 3” box exists, simply check all boxes.

) Network Camera - Mozilla Firefox
Fle Edit View Hstory Bookmarks Tools Help

6:' C X o | L] ntssr.11,80.86/CoiStartipage=SetuptLanguage=0 77

Single

Multi Buffered Image, Setup Internet Maintenance

Support

e oA e o i o
e User.
Video Display Time I Unlimited -
Refresh Rate T
Level 1 | (Camera viewing only)
el
¥ Change Refresh Rate
¥ Change Resolution
¥ Change Quality
Aedntint ¥ Capture Image Button
¥ View Mult-Camera page
4 ¥ Viiew Buffered Image page
Buffer/Transfer Level 2 | (Camera viewing and preset control)
E et
{Camera viewing and &ll controls)
Avanced IV Pan / Tilt
@ Zoom
¥ Focus
:
b ¥ Click to Center
;
¥ Brightness / Backlight
¥ White Balance
¥ External Qutput
IV Listen
¥ Talk

Save Cancel Back

Done
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8. Click Network (IPv4) to bring up the network settings screen shown below.

Eile Edit ¥iew History Bookmarks Tools Help

e X & |ﬁ |http:,’j'lD.11‘BD.BS[CQ\Start’pagE=SEtup&LanguagE=D 7 -

]E Network Camera (5 D Network Camera = ]

Buffered Image|

Internet ntenance

s Network (IPv4)
4

Network (Pvé) Set up network configuration.

Select "Automatic Setup” if you connect the camera to the router and wish to set it up
e

Select "Static" if you wish to assign a static IP address to the camera.
Select "DHCP" if you are using the DHCP function of your router or ISP.

— — TR

Account

Automatic Setup Configure network settings automatically
Static X /Assign static IP address to the camera.
E e DHCP Get P address from DHCP server
Buffer/Transfer

The following settings are necessary if you use a proxy server and you want to transfer images or
send trigger notifications via HTTP.

If you do not use a proxy server, these settings are unnecessary.

Proxy Server Settings

Address — Enter the proxy server address.
Pert o [ —

Analog Video Output LngI"l D
Enter the login ID for the proxy server.
Indicator Control (0 to 63 Characters) oot

Password Enter the pageword for the proxy server.
(0 to 3 Characters) :

Save Cancel I

9. Click Static in the Connection Mode to bring up the screen below.

I Network Camera - Moxzilla Firefox
File Edit View Hgtory Boockmarks Tools Help

CcC X & ||j [ nttoz//10.11,80.86/Cais artrpage=setupalanguzge=0 o I_E
|1 Hetwork camera B | | ] netnork camera =i

Multi

Buffered Image, Internet Maintenance Support

Basic > Static IP Address Configuration
Hetwork gpvt) | 3
You can configure network parameters here.

_ Network Configuration from Setup Program After sefting network configuration, you

Date and Time must set disable for network security.

¥ Enale

Internet Connection Configurs Port Number, IP Address, and
- Subnet Mask assigned from your

Vide St

Port No. | SP(nternet Service Provider) or

Network Adminitrator. When you
Account P Address 10.11.80.86 connect two or more cameras to the

Adi trat router, you need to assign different Port
Subnet Mask mme | Sioiliei ot
_— Default Gateway In case of communication over the

gateway, you must enter the proper

Buffer/Transfer
_ Default Gateway 10.11.80.5 address.
ger

Multi-Camera, you must enter the proper

Primary Server Address 4221 e
Adv: Secondary Server Address 10.11.80.5

Image Dizplay Max. Bandwidth Usagg It can restrict the transmit bandwidth

Mutti-Camera I—_IUnllmrtsd =
Operation Time

i Note:Use “Auto Negotiation” In most
ST Connection Type g

cases,

Analog Video Output
Indicator Control

rm
anced

Save Cancel |
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10. Set the IP address to the desired value: we suggest setting the first camera to 192.168.0.80, the
second to 192.168.0.81, and so forth. Set the Default Gateway and the 15 DNS server to the
router IP Address, and then click Save to save the settings.

11. If prompted, click to Restart to restart the camera. Note that the camera is now at a different IP
address, so the browser window won’t show the camera.

12. Go to the address line in the browser, and put in the new IP address as shown below:

<A Restarting now... - Microsoft Internet Exploren

File Edit ‘Wiew Favorites Tools Help @
e Back - .'\_) Ia @ \é p Search *Fa\furites @ @v g’} v D .'ﬂ
 Address | hetpif192.168.0.80) v Beo ks >

13. This brings up the camera’s home page similar to shown below:

2l Start - Microsoft Internet Explorer,

© Fle Edt Wiew Favorites  Took  Help

QO HAG P e @ @B E B

:address | R B> B R

Bufiered Image

Panasonic

o)

Network Camera

coko Tefddx HAE

BL-C10A
Version 1.09

€] Done # Internet

14. The camera is now at the correct IP address with the correct settings.
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MoTION DETECTION FOR DVR CONFIGURATION

To use Panasonic IP Cameras with the g! DVR tab, enter the web configuration by typing the camera IP
into the browser and logging on using your username and password. Click Setup, and then below
Buffer/Transfer click Motion Detection. Threshold is the measure of the camera’s sensitivity to change—
a lower setting will cause it pick up smaller changes. Sensitivity affects the light sensitivity—a higher
setting will result in more frequent detections of lighting changes.

Typically, the Threshold should be set to the LOWEST setting and Sensitivity should be set to the
HIGHEST.

Multi Setup Internet Support

Single Maintenance

Motion Detection

Basic
Network (IPvd)
Network (IPvE) Setup Motion Detection.
UPnP
S—
Motion Detection
Date and Time Enable when Trigger is the motion
Threshold
. Threshold:
Low High et ine threshold. fthe threshold
Video Streaming - | iz set low, thiz software sensitively
e Sensitivity detects changes.
Account o 5 — (D.efa.ult:Thlrd blocks from the left)
27z Low sensitivity High sensitivity Sensitivity:
L - If you =&t sensitivity high, amplitude
of motion detection bar gets jumpy.

General User
(Default:Center)

’ Save | Cancel |

Motion Detection

>zl B
0
HH 13
IH
JHE S
(]
=3
)
C

Advanced
Image Display
Multi-Camera

Operation Time

bl
Z|8
S E
gleo
ilg
ols
&
%

Indicator Control

3
[]
Q
[7]
(0]
(7]
[¢]
(0]
—
>
(0]
v}
<
pyj
=1
~—
D
«Q
—
2
(o]
=]
Z
o
~—
(0]
o
=
—h
c
Q.
(0]
—
QL
n
o
=
[72]
(0]
=
>
«Q
[
©
—
>
(0]
g
<
X
—
Q
(o
5
Q
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g! CONFIGURATION DETAILS

The following table provides settings used in the g! Configurator when connecting to a camera. Please refer to the Configurator Reference Guide for more details.

In the table below:

(o}

(o}

(o}

“<Select>"

“<User Defined>", etc.

“<Auto Detect>", etc.

Select the appropriate item from the list (or drop-down) in the Configurator.

Type in the desired name for the item.

The system will auto detect this variable.

Devices

Variable Name

Setting

Comments

Communication Device

N/A (See Note 1)

N/A (See Note 1)

Video Cameras Name <User Defined>
Device Type Panasonic Series
IP Address <User Defined> (Default: 192.168.0.80) (See Note 2)
Port 80 Typically left at 80. Cameras do not need to be set to different listening ports for g!
UserName <User Defined> (Default: Administrator)
Password <User Defined> (Default: password)

See Note 3 Enable DVR <Select> (Default:<No>) Set to YES to enable the built in DVR function. See the DVR Integration Note for full details.
Low-Res Panning <Select> (Default: <No>) Set to YES to have camera set the resolution to LOW prior to any camera Panning.
Has Pan/Tilt <Select> (Default:<No>) Set to YES if Camera has Pan/Tilt functionality.
Has Zoom <Select> (Default:<No>) Set to YES if Camera has Optical Zoom.
Has Presets <Select> (Default:<No>) Set to YES if the camera has position/zoom presets.
Has Audio <Select> (Default:<No>) Set to YES if the camera has Audio.
Has Motion Detect <Select> (Default:<No>) Set to YES if the camera supports Motion Detection.
Flip Image 180 <Select> (Default: <No>) Set to YES if camera is inverted.
Hide Resolution Control <Select> (Default: <No>) Set to YES to hide the Resolution control buttons from the Viewer.
Hide Full Screen Control |<Select> (Default: <No>) Set to YES to hide the Full Screen button from the Viewer.
Default Resolution <Select> (Default: <Auto>) Set to desired Default Resolution: the camera will always load at this setting when viewed.
Goto Preset When Idle <Select> (Default: <None>) Choose the desired preset to have the camera return to when it is not open in any Viewer.
Record Resolution <Select> (Default: <Don't Change>) Don't Change will default to last active resolution, or set a specific resolution for recording.
Record Mode <Select> (Default: Auto (Medium Sensitivty)) Select the desired sensitivity level for the Auto motion mode, or choose fixed value.
Record Threshold <Select> (Default: Disabled) Record Mode must be set to "Fixed Threshold" to enable. Select the desired motion %
Sventfap otion Tigger <elct> (Dot Dl o oy s o e o o 20+ o e O
Trigger Value <Select> (Default: 50%) Set the level for the Event Map motion detection trigger. Lower is more sensitive.

Notes:

1. No Communication Device is needed: just add Video Cameras.
2. By default, set the first camera to 192.168.0.80, the second to 192.168.0.81, and so on.
3. Not all options may be available, as some options only open up based on the selection of other options.
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PANASONIC CAMERA MODELS/FEATURES:
Use this chart to determine the appropriate settings for your camera:

Model ‘ Pan & Tilt ‘ Zoom ‘ Audio ‘ Motion
BB-HCE481A Yes Yes Yes Yes
BB-HCM311A Yes No Yes Yes
BB-HCM331A Yes No Yes Yes
BB-HCM371A Yes No Yes Yes
BB-HCM381A Yes Yes Yes Yes
BB-HCMA403A No No Yes Yes
BB-HCM511A Yes No Yes Yes
BB-HCM515A Yes No Yes Yes
BB-HCM527A Yes Yes Yes Yes
BB-HCM531A Yes No Yes Yes
BB-HCM547A Yes Yes Yes Yes
BB-HCMS580A Yes Yes No Yes
BB-HCM581A Yes Yes No Yes
BB-HCM701A Yes No Yes Yes
BB-HCM705A No No Yes Yes
BB-HCM715 Yes Yes Yes Yes
BB-HCM735 Yes Yes Yes Yes

BLC-101A No No Yes Yes

BLC-10A Yes No No Yes

BLC-111A Yes No No Yes

BLC-121A No No Yes Yes

BLC-131A Yes No No Yes

BLC-140A No No No Yes

BLC-160A No No No Yes

BLC-1A No No No Yes

BLC-20A No No No Yes

BLC-210A No No Yes Yes

BLC-230A No No Yes Yes

BLC-30A Yes No No Yes
KX-HCM10 Yes No No No
KX-HCM110A Yes No No Yes
KX-HCM230 Yes No No No
KX-HCM250 Yes No No No
KX-HCM270 Yes No No No
KX-HCM280 Yes Yes No No
KX-HCM280A Yes Yes No Yes

KX-HCM8 Yes No No No
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COMMON MISTAKES:

Incorrect Camera Settings:

e Confirm settings in the Panasonic camera for Username and Password match, or you will see no
video feed.

o Confirm Guest Users are Enabled, and the Guest User has appropriate permissions to control
Pan/Tilt/Zoom/Presets and so on. If you have Video feed, but cannot use one of these features
the camera settings are most likely incorrect.

Incorrect Configurator Settings for Camera: Confirm the correct selections for settings such a pan, tilt,
zoom and so on are made in Configurator. If your camera settings in Configurator do not match what your
camera supports, options may not appear, or may appear and not function.
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